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ABSTRACT 

The risks that organizations face include safeguarding information resources in their networks. 

Organizations have formulated security policies with the hope of solving the problem of security 

breaches or to significantly reduce incidences of security breaches. However, systems are still 

vulnerable to security breaches.  The vulnerability may arise from security breaches that could be 

internal or external to the organization.  A security breach can result in the risk of an intrusion 

into the SACCOS’ sensitive information. For example, an intruder can potentially gain access to 

SACCOS client documents that may contain propriety financial information.  Disclosure of 

client information can result in the loss of confidence in SACCOS and real financial loss.  

Despite the identification of good security policies and frameworks for security governance in 

the information systems field, there is still lack of understanding by users about how security 

breach incidents have the potential to weaken the implementation of security policies in the 

SACCOS sector. The study will try to fill in the gap upon reporting the results of the study that 

sought to analyze the relationship between information security policies and the incidences of 

security breaches in the SACCOS sector in Kenya. 
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INTRODUCTION 

This study analyzed the impact of information security policies in Kenyan SACCOS. 

Subsequently, the study examined information security policies and computer security breach 

incidents in relation to protecting customer data. The study also reviewed topics relevant to 

security and data breach incidents, data threats, and information security assessment procedures.  

 

1.7 Scope of the Study 

The study was confined to an impact of information security policies on security breach 

incidences in Kenyan SACCOS.  The study targeted 170 IT personnel from 85 selected 

SACCOS in Kenya that are registered with SASRA that formed the population of the study  

1.8 Limitation of the Study 

The findings of the study were limited to 85 selected SACCOS with a population of 170 IT 

personnel in Kenya who are registered with SASRA.  The study will be limited to the 

information provided by the respondents.  However, the delimitation of this study was the lack of 

exhaustive survey of all 135 SACCOS registered with SASRA which was beyond the scope of 

this study.  However, an overview of 85 selected SACCOS was discussed in this study. 

1.10 Assumptions of the Study 

The study was undertaken under the following assumptions: 

i. Most SACCOS Information Technology (IT) personnel have access to information 

security policies of the SACCOS 

ii. Respondents for the study will make effort in completing the assigned questionnaire on 

time and answer all the questions fully and truthfully 

iii. The collected responses will be a representative of the current situation of information 

security breach incidences and severity in the SACCOS sector 

iv. The term “members” will exclude online SACCOS clients 

RESULTS AND DISCUSSION 
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Table 1: Security issues covered in IT security policy document and/or through 

supplementary procedures or standards 

IT Security Issue        Policy Document Only Policy Document and 

Supplementary Procedure or Standard 

Disclosure of Information          45.8% 

33 

54.2% 

39 

System access control       25% 

18 

75% 

54 

Internet access                  47.2% 

34 

51.4% 

37 

Viruses, worms & Trojans       43.1% 

31 

56.9% 

41 

Software development 36.1% 

26 

63.9% 

46 

Contingency planning      41.7% 

30 

58.3% 

42 

Encryption 59.7% 

43 

40.3% 

28 

Mobile computing            59.7% 

43 

40.3% 

29 

Personal usage of Information 

Systems    

50% 

36 

50% 

36 

Physical security              36.1% 

26 

63.9% 

46 

Violations and breaches 34.7% 

25 

65.3% 

47 

Source: Research Data (2015) 

 

4.8 Uses of risk assessments, network vulnerability scans/penetration tests 

Table 16 present a security measure of SACCOS employees when under a time deadline to finish 

an assignment using a five-point Likert scale (1=not at all likely to 5=Extremely likely) 
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The respondents were asked the likelihood of by-passing information security measures in order 

to complete a task.  The results indicated that majority of the SACCOS are not very likely to by-

pass a security measure when under deadline to complete a task.  Under not very likely category, 

Scan a file for viruses reported 36.1 percent (26), install security software updated had 26.4 

percent (19), install a digital certificate 33.3 percent (24), and install an ActiveX control form an 

unknown source had 41.7 percent (30).  Under very likely category, Scan a file for viruses 

reported 33.3 percent (24), install security software updated had 34.7 percent (25), install a 

digital certificate 27.8 percent (20), and install an ActiveX control form an unknown source had 

20.8 percent (15).   Under Extremely likely category, Scan a file for viruses reported 19.4 percent 

(14), install security software updated had 26.4 percent (19), install a digital certificate 11.1 

percent (8), and install an ActiveX control form an unknown source had 8.3 percent (6).   Under 

not at all likely category, Scan a file for viruses reported 9.7 percent (7), install security software 

updated had 11.1 percent (8), install a digital certificate 19.4 percent (14), and install an ActiveX 

control form an unknown source had 25 percent (18).   Overall results indicate that most of the 

employees knew about the use of security measure in place when under a deadline to complete 

an assignment within the SACCOS. 

 

Table 2: SACCOS employees under deadline to finish an assignment 

Statement Not at all 

Likely 

Not very       

likely      

Do not know Very likely Extremely 

likely 

Scan a file for viruses  

 

9.7% 

7 

36.1% 

26 

1.4% 

1 

33.3% 

24 

19.4% 

14 

Install security software 

Updates 

11.1% 

8 

26.4% 

19 

1.4% 

1 

34.7% 

25 

26.4% 

19 

Install a digital certificate 19.4% 

14 

33.3% 

24 

8.3% 

6 

27.8% 

20 

11.1% 

8 

Install an ActiveX control 

from an unknown source     

25% 

18 

41.7% 

30 

4.2% 

3 

20.8% 

15 

8.3% 

6 

Source: Research Data (2015) 
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Table 3: Performance of security tasks  

Statement Not at all  

 

Once a 

Year 

Do not 

know 

Once a 

Month 

Every Day  

Perform a vulnerability assessment 

that scanned the SACCOS networks 

to identify potential security risks.     

8.3% 

6 

27.8% 

20 

4.2% 

3 

26.4% 

19 

33.3% 

24 

Hire an outside consultant to 

perform a risk assessment to identify 

the potential threats,  probabilities, 

and impact of threats to the 

SACCOS’ management controls, 

operational controls, and technical 

controls. 

25% 

18 

59.7% 

43 

9.7% 

7 

5.6% 

4 

0% 

0 

Conduct an in-house risk assessment 

of security threats performed by the 

members of the SACCOS IT 

department and/or information 

security department.   

6.9% 

5 

52.8% 

38 

4.2% 

3 

30.6% 

22 

5.6% 

4 

Provide employee training sessions 

on information security awareness 

and incident reporting 

16.7% 

12 

62.5% 

45 

2.8% 

2 

15.3% 

11 

2.8% 

2 

Use managed security services of a 

third party   

50% 

36 

22.2% 

16 

9.7% 

7 

1.4% 

1 

16.7% 

12 

Encrypt e-mail messages 50% 

36 

5.6% 

4 

5.6% 

4 

4.2% 

3 

34.7% 

25 

Review the information  

Security policies of the SACCOS 

8.3% 

6 

84.7% 

61 

1.4% 

1 

2.8% 

2 

2.8% 

2 

Revise the information security 

policies of the SACCOS 

9.7%  

7 

84.7% 

61 

2.8% 

2 

0% 

0 

 

2.8% 

2 

Source: Research Data (2015) 
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Table 17 presents the percentages and frequency of security tasks in the past 12 months based on 

respondents of the SACCOS under the study   Over 50 percent of the respondents indicated that 

once a year they hire an outside consultant to perform a risk assessment to identify the potential 

threats, probabilities, and impact of threats to the SACCOS’ management controls, operational 

controls, and technical controls, conduct an in-house risk assessment of security threats 

performed by the members of the SACCOS IT department and/or information security 

department, provide employee training sessions on information security awareness and incident 

reporting, review the information security policies of the SACCOS, and revise the information 

security policies of the SACCOS.  50 percent of the respondents reported that they do not use 

managed security services of a third party or encrypt e-mail messages.  Performance of security 

tasks on a daily basis indicated that 33.3 percent (24) of the respondents performed a 

vulnerability assessment that scanned the SACCOS networks to identify potential security risks 

and 34.7 percent (25) reported that they encrypt e-mail messages. 

Table 4: Relationship between information security breach incidences of SACCOS with an 

information security policy with a broad scope and information security breach incidences 

of SACCOS without 

Correlations 

 Security 

breach 

incidences 

Narrow 

scope 

Broad scope 

Security breach 

incidences 

Pearson 

Correlation 

1 .015 .500** 

Sig. (2-tailed)  .900 .000 

N 72 72 72 

Narrow scope 

Pearson 

Correlation 

.015 1 -.859** 

Sig. (2-tailed) .900  .000 

N 72 72 72 

Broad scope 
Pearson 

Correlation 

.500** -.859** 1 
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Sig. (2-tailed) .000 .000  

N 72 72 72 

**. Correlation is significant at the 0.01 level (2-tailed). 

Source: Research Data (2015) 

 

Table 21 presents the relationship between the uses of risk assessments, network vulnerability 

scans, and/or penetration tests and security breach incidents and results present r value of 0.052 

and a p-value of 0.663 indicating there is no statistical significance between the variables.  The 

study as a result accepts the null hypothesis.  This means that SACCOS need to be more 

proactive in safeguarding their information by employing security techniques in their 

organization so that they can reduce security breach incidents and severity in their organization. 

Table 5: Relationship between the uses of risk assessments, network vulnerability scans, 

and/or penetration tests and security breach incidents 

Correlations 

 Security breach 

incidences 

Uses of  risk 

assessments, network 

vulnerability 

scans/penetration tests 

Security breach incidences 

Pearson Correlation 
1 .052 

Sig. (2-tailed)  .663 

N 72 72 

Uses of  risk assessments, 

network vulnerability 

scans/penetration tests 

Pearson Correlation 
.052 1 

Sig. (2-tailed) .663  

N 72 72 

Source: Research Data (2015) 

 

4.10 Regression Analysis 

According to table 22, the correlation co-efficient (R) value was 0.082 with a significant value of  
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0.926. This indicates that there is a weak relationship between information security policies and 

security breach incidences (r<0.5). However, the relationship among the three variables were not 

statistically significant (p>0.05).  As a result, the study fails to reject the fifth null hypothesis and 

thus concludes that there is no statistical significant relationship between information security 

policies and security breach incidences. The results reinforce the study of Doherty and Fulford 

(2005) of no significance statistical significance when they did an exploratory study on 

information security policies and security breach incidences in organizations in the UK. 

The results on table 22 indicate that information security explain only 0.7 percent of the observed 

security breach incidences as shown by the coefficient of determination (R2) value of 0.007.  The 

Durbin-Watson that measure autocorrelation was 1.812 and this signifies that there was mo 

autocorrelation among the independent variables.  This is due to the fact that it was within the 

acceptable levels of 1.5 to 2.5. 

Table 6 Linear Regression Analysis 

Model Summaryb 

Model R R 

Square 

Adjusted 

R Square 

Std. Error 

of the 

Estimate 

Change Statistics Durbin

-

Watson 

R Square 

Change 

F 

Change 

df1 df2 Sig. F 

Change 

1 .082a .007 -.037 .49870 .007 .155 3 68 .926 1.812 

a. Predictors: (Constant), Information security policy updates, Industry best practices,  

Uses of risk assessments 

b. Dependent Variable: Security breach incidences 

Source: Research Data (2015) 

 

Table 23 results present the overall significance of the model to be 0.926 with an F value of 

0.155.  The level of significance was higher than 0.05 and this means that information security 

policies do not show a statistical significant relationship with security breach incidences. 
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Table 7: ANOVAa Test 

ANOVAa 

Model Sum of 

Squares 

df Mean Square F Sig. 

1 

Regression .116 3 .039 .155 .926b 

Residual 16.911 68 .249   

Total 17.027 71    

a. Dependent Variable: Security breach incidences 

b. Predictors: (Constant), Information security policy updates, Industry best 

practices, Uses of risk assessments, 

Source: Research Data (2015) 

 

Table 8: Regression Co-efficient 

Coefficientsa 

Model Unstandardized 

Coefficients 

Standardized 

Coefficients 

t Sig. Collinearity 

Statistics 

B Std. Error Beta Tolerance VIF 

1 

(Constant) 1.692 .578  2.929 .005   

Information 

security policy 

updates 

.032 .085 .048 .379 .706 .911 1.098 

Industry  best  

practices 

-.063 .145 -.056 -.433 .667 .868 1.152 

Uses of risk 

assessments 

.053 .115 .059 .455 .650 .876 1.141 

a. Dependent Variable: Security breach incidences 

Source: Research Data (2015) 

 

Table 24, results show the computed significant values in relation to information security policy 

updates (p=0.706), industry best practices (p=0.667) and use of risk assessments, network 

vulnerability scans/penetration tests (p=0.650) whereby all the independent variables had a p 

value of greater than 0.05.  This means that the variables did not statistically and significantly 

influence security breach incidences. 
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The multi-collinearity statistics results indicated none of the Variance of inflation factor was 

around or equal to .5.  Therefore there was no multi-collinearity between the independent 

variables.  This further is supported by the fact that the tolerance values were more than 0.2. 

 

CONCLUSION 

The results demonstrated statistically significant relationship between information security 

breach incidences of SACCOS with an information security policy with a broad scope and 

information security breach incidences of SACCOS without.  Therefore the null hypothesis is 

rejected.  The results indicate that SACCOS with broad scope are in a better position in 

addressing their security breach incidents and severity than SACCOS without a broad scope. 
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